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NOi dung

» TONg quan vé an toan va bado mat thdng tin
» Cac hé mat m3a co dién
e Mat ma thay thé
Mat ma Ceasar
Mat ma Playfair
Mat ma Hill
Mat ma Vigenere
e Mat ma hoan vi
Mat ma rail-fence
Ky thuat hoan vi nang cao




Téng quan

Minh da biet
hét nhirng gi
bon chiing trao
doi véi nhau.




Téng quan




Téng quan

- T6i la nha quan tri
- Cho ngudi dung A dudc
phép doc file M

S~ - Toi la nha quan tri
- Cho phép nguai
dung H dudc phép

doc file M

—  Chirng thuc




Téng quan

Mua cho t0i
1000 c6 phi€u
cua cong ty ABC
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Khong tu choi
trach nhiém
[ S~

lep

TOi dau co nho
anh mua co
phi€u cho toi.

C6 chuyén tién
cho t6i di ch('!




TOng quan

e Cac hanh vi xam pham
e Xam pham thu dong: lién quan dén viéc nghe lén
hodc quan sat thong tin dugc truyén di
Tach ndi dung thong diép: thu cac thong tin nhay cam
trong thu dién tur hay trong cac tap tin truyén di.
Phan tich dudng truyén: thdong tin nhay cdm co thé dugc
che dau bang ma hda, nhung déi thu co thé xac dinh vi tri
cac thuc thé va quan sat tan suat va do dai clia thdng diép
dé rut trich ban chét ctia thong diép.
- Xam pham thu dong kho phat hién vi khong cé
anh hudng dén tai nguyén va thao tac cua hé thong
- tap trung phong chéng.




TOng quan

e Cac hanh vi xam pham
« Xam pham chu dong: lién quan dén viéc thay doi

di’ lieu hodc tao dir lieu sai

Gia mao: thuc hién cac thao tac theo sau moét chirng thuc
hgp & dé sur dung cac quyen clla ngu@i dung hop I€ cho
cac thao tac “khong hgp 1€” trong hé thong

Lam lai (replay): truyén lai cac goi tin cua lan ching thuc
hop I€ cia qua kh(r cho cac [an chirng thuc trong tuong lai.

Thay doi thon% diép: mot phan hodc toan bo thong tin hgp

Eha p bi thay thé bang cac thong tin gia mao nhdm thuc
ién cac tac vu khong cho phép.

Tu choi dich vu (denial of service): ngan chan hay gay uc

ché viéc st dung va quan ly thong thudng cuia cac thiét bi

truyén thong.

- Deé phat hién nhung kho ngan chan

"




Téng quan

e Cac bién phap bao vé thong tin
e Hanh chinh
e Thi€t bi ky thuat (phan cing)
e Thuat toan (phan mém)
e Nhan xét
e Hi€u qua va kinh té nhat: thuat toan
e Thuc té€: két hgp ca 3 bién phap




MOt so thuat nglr

Ban r6 (Plaintext): thdng bdo gbc can chuyén, dugc ghi
bang hinh anh, am thanh, chir so, chir viét...

Ban mat/Ban ma (Clphertext) ‘nguy trang” ban ro thanh
mot dang khac dé ngudi “ngoai cudc” khdng thé doc dudc
Mat m3 hda/lap ma (Encryption): qua trinh bién doi ban rd
thanh ban mat

Giai mat ma/gidi ma (Decryption): qua trinh bién doi ban
mat thanh ban ro

Hé ma (Cryptosystem): mot phucong phap nguy trang ban

ro. Nghé thuat tao ra va su dung cac hé mat ma dudc goi
la thuat mat ma hda hay mat ma hoc (Cryptography)

Phan tich ma/tham ma (Cryptanalysis): nghé thuat pha cac
hé mat ma




Giai thuat mat ma hoa

o Cac hé mat ma hda dugc mo ta bang 3 dac tinh
o Kiéu clia cac thao tac dugc dung dé bién doi ban rd
thanh ban mat: tat ca cac giai thuat ma hoa déu dua
trén 2 nguyén ly

Thay thé (substitution): moi thanh phan trong ban rd (bit, ky
’IC(LIE; nhom cac bit hay cac ky tu) dugc anh xa dén thanh phan
ac.

Chuyen vi (transposition): cac thanh phan trong ban ro dugc
sap xep lai.
YeCLrl C?u cg ban: thong tin khong bi mat (cac thao tac déu kha
ao

Phan I6n cac hé ma két hdp ca 2 nguyén ly qua nhiéu budc.
e SO khoa dudc su dung:
1 Khda: ngudi gdi va ngudi nhan su dung chung khoéa?
2 Khda: Khda bi mat/Khda cong khai
Mat hda dung 1 khoa va giai mat ma dung 1 khoa khac




Giai thuat mat ma hoa (tt)

e Cach thuc ban ro dugc xur ly:
Ma hoa khoi (block cipher) xt' ly tung khoi dir liéu tai mot
thdi diém, san sinh mot khdi di liéu & dau ra.
Ma hoda ludng (stream cipher) xtr ly cac phan t lién tuc va
san sinh tirng phan t mot & dau ra tai mot thai diém.




Cac hé mat ma co dién
o Ky thuat thay thé

e Mat ma Ceasar

e Mat ma Playfair

o Mat m3 Hill

o Ky thuat hoan vi
e Mat ma rail fence
Ky thuat hoan vi nang cao
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Mat ma Ceasar

e Mat ma Ceasar:
e Mat ma don ky tu

» Thay th& moi ky tu bang mét ky tu khac cach nhau
mot khoang cach nhat dinh trong bang chit cai.

éu dién toan hoc

E(p) = (p + k) mod 26
= D(C) = (C - k) mod 26
hoa cua giai thuat

e Bi
C
P
K:




Mat ma Ceasar

» Ap dung mat ma Ceasar mat ma hoda cac ban rd
sau vOi khoa k = 4
 actions speak louder than words

e Doan khoda k va giai mat cho ban mat sau:
e ST RFS HFS XJWAJ YBT RFXYJWX




Mat ma Ceasar

 C4 thé bij tdn cdng theo kiéu vét can (brute-force)
bang cach thir hét tat ca 25 khoa

TIPGRFXIRGYPZEYAJEKFIPZJAEKVIVJEZEX

TIPGEFXIRGYPZEYZJEFIPAZJZEKVIVJKZEX

GVCTXSEVETLCMELMWXSVCMWMRX IVIWXMER

1 | UJQHLGYJSHAQAFZRELGIQARKAFLWIWELAFY | 14 | HWDUYTLWEFUMDNSMNXY TWDNXNSYJWJXYNSL
2 | VERIMHEKTIARBGABIMHERBLBGMYEXIMBGE | 15 | IXEVAUMXGVNEOTNOY ZUXEOYOT ZKXKYZ0TM
3 | WLSJNIALUJBSCHBCMNTILSCMCHNYLYMNCHA | 16 | JYFWAVNYHWOFPUORPZAVYFPZPUALYLZAFUN
4 | KMTEOJBMVECTDICDNOJMTDNDICZMZNCODIB | 17 | KEAGXKBWOZIXPGOVPOABWAGQAQVBMZMABQOVO
5 | YNULPRKCNWLDUEJDEOPENUEOEJPANACOPEJC | 18 | LAHYCXPAJYQHRWORBCXAHRBRWCNANBCRWE
o | ZOVMOLDOXMEVFEEFPQLOVFPFEKQBOBPQFED | 195 | MBIZDYQBKZRISXRSCDYBISCSXDOBOCDSX(Q
7 | APWNRMEPYNFWGLFGORMPWGQGLRCPCQRGLE | 20 | NCJAEZRCLASJTYSTDEZCJTDIYEPCEPDETYR
8 | BOXOSNFQZOGXHMGHRSNOXHRHMSDODRSHME | 21 | OCDEBFASDMBTEKUZTUEFADKUEUZFQDOREFUZS
S 22 | PELCGBTENCULVAUVFGBELVEVAGRERFGVAT
10 | DSEZQUPHSBQIZJOIJTUPSEZJTIJOUFSFTUJCH | 23 | QFMDHCUFCDVMWBVWGHCFMWGWBHSFSGHWBU
11 | ETARVQITCRJAKPJEKUVQTAKUKPVGTGUVEFI | 24 | RGNEIDVGPEWNXCWXHIDGNXHXCITGTHIXCV
12 | FUBSWRJUDSEBLOELVWRUBLVLOWHUHVWLQJ | 25 | SHOFJEWHQFXOYDXYTJEHOYTYDJUHUIJYDW
13

©

/




Mat ma Ceasar

» Nhan xét: 3 dic diém chinh dé ap dung tan cong
theo kiéu brute-force trong thudt todn nay
e Giai thuat ma hoa va giai ma dugc biét trudc
e SG khda dé thir rat it
« Ngbén ngf clia ban rd dugc biét trudc va dé dang
nhan ra
» Giai quyét van dé (tdbng quat)
e SU dung nhiéu khoa
e ban rd co thé dugc nén lai (Huffman, ZIP) dé cho
ngudi doc kho nhan ra ngon ngir str dung




Mat ma don ky tu

e SU dung hoan vi 26 chir cai > co 26!=4.10%6
khoa.

e Nhan xét: tan s xuat hién cua cac chll’ cai trong
cac ngon ngir la co dinh




Mat ma don ky tu
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Mat ma Playfair

» M4t m3 da ky tu (moi [an ma 2 ky tu lién tiép nhau)
o Giai thuat dua trén mot ma tran cac chir cai 5x5 dugc
xay dung tUr mot khda (chudi cac ky tu)
1. Xay dung ma tran khoa
e Lan lugt thém tung ky tu’ cia khda vao ma tran
e Néu ma tran chua day, thém cac ky tu con lai trong
bang chil cai vao ma tran theo thC tu A - Z
e I'vallaxem nhu 1 ky tu
e Cac ky tu trong ma tran khong dugc trung nhau
2. Mat ma hoa
3. Giai mat ma




Mat ma Playfair
e Vi du: vai tu khoa “playfair example”

e Ma tran khoa
PLAYTF

I REXM
BCDGH
KNOOS
T UVW Z




Mat ma Playfair

o Giai thuat mat ma hoa

e Ma hoa tung cap “2 ky tu” lién ti€p nhau.

e NEu 2 ky tu nay giong nhau thi thém mot ky tu' *x’ vao gilra.

 VD: balloon tach thanh ba Ix lo on (vi [l = Ix )

e NEu du 1 ky tu thi thém vao ky tu ‘g’ vao cuoi.

e VD: hat = ha tg

e Néu 2 ky tu' ndm cung dong dugc thay thé bang 2 ky tu tuong
Ung bén phai. Ky tu ¢ cot cudi cung dudc thay bang ky tu &
cot dau tién.

e Néu 2 ky tu' ndm cung c6t dugc thay thé bang 2 ky tu bén
dudi. Ky tu & hang cudi cung dugc thay thé bang ky tu' &
hang trén cung

e NEu 2 ky tu 1ap thanh hinh chir nhat dugc thay thé bang 2 ky
tu’ tuong 'ng trén cung dong & hai goc con lai.

o
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Mat ma Playfair
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Mat ma Playfair

e Vi du:
e Mat ma hoa ban ro sau:
 hide the gold in the tree stump




Mat ma Hill
e Giai thuat st dung m ky tu’ lién ti€p cua ban ro va
thay thé m ky tu’ khac trong ban mat.

e Viéc thay thé dugc thuc hién bai mot phuong
trinh tuyén tinh trén cac ky tu dudc gan tri (a=0,
b=1, c=2...), m=3:

(cl) (k11 k12 k13 pl)
c2 |=| k21 k22 k23| p2 |mod?26

C=KP mod 26

e Giai ma:
P=K'C mod 26
(-




Mat ma Hill

e Mat ma hoa ban ro sau:

e pay more money

e VGi ma tran khoa:

17 17
K=|21 18
2 2

5
21
19)




Mat ma Hill

e Tim ma tran nghich dao cua ma tran khoa K
e SU' dung phuong phap tim ma tran nghich dao cua
dai sO tuyén tinh
e Viét ma tran khda K va ma tran daon vi I canh nhau

17 17 5
21 18 21

(2 2 19,

o Ap dung cac phep bién doi tuyén tinh 1&n ca hai ma
trén K va I dé bién K thanh I. Khi dé I sé thanh K.

o Chu y: cac phép bién toan thuc hién trén vanh

modulo 26.

1 0 0)
01 0




Mat ma Vigenere

e Khoa: day m sO nguyén:
e K= (K[O]I K[l]l eey K[m_l])

e Mat hoa:
e Mat hoa tung ky tu ciia ban ro
e Ky tu thd' i cia ban ro (p[i]) dugc ma hoa thanh
Cli] = (p[i] + k[i mod m] ) mod 26

e Giai mat:
e Thao luan

"




Mat ma Vigenere
e Vi du:
e Tu khoa “Lemon”

e Ban ro:
ATTACKATDAWN

e Ban mat:
Xem IGi qidi




Mat ma Vigenere

» Mat ma Vigenére bang phuong phap tra bang
« Ghép khda cho chiéu dai khda bang chiéu dai cla

bang ro:
e Vi du véi tu’ khoa “Lemon”
e Ban ro: ATTACKATDAWN
e =>Khoa : LEMONLEMONLE




Mat ma Vigenere

e Mat ma hoa/giai mat ma:

ban ro <> cot
khda < hang

han mat < giao diém.
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Mat ma rail fence

e Tach ban ro thanh hai hang
e Vi du: ban ro “meet me at the toga party” dugc
viét thanh
me m at e oaa t
et eth tgpry
ban mat: memateoaatetethtgpry




Cac ky thuat hoan vi - nang cao

e ban ro dugc viét trén mot hinh chir nhat va doc
theo cot. Th' tu' cac cot trag thanh khoa cua giai
thuat.

e Vidu
Key 412 536
ban ro mee tme
atthet
O gapar
t yxyzw

ban mat etgyetaxmeazmaotthpyetrw
» P& tang dd mat, co thé ap dung hoan vi nhiéu lan




Cac ky thuat thay thé - Playfair
Vi du: mat ma playfair

e Ban ro:

hide the gold in the tree stump

e Ban mat:
BM OD ZB XD NA BE KU DM UI XM MO UV IF




Mat ma Vigenere

e Vi du voi tu’ khoa “Lemon”
e Ban ro:

o ATTACKATDAWN
e Ban mat:

-----

o Key: LEMONLEMONLE Plaintext:
Ciphertext:LXFOPVEFRNHR

e Nhan xeét:
» Khda co chiéu dai bang vai ban ro.

e Ma hda, giai ma: ban ro theo cot, khoa theo
hang, ban mat la giao diém.
o




